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> Trie Key secu
rrlrlrJJeJ clrarr
cecaces

> Traditionally, security risks were divided into
axternal r]::nq;, .. originating outside the
territory of tne state, and internal or
cdornastic risks,

> The former were the dornain of rmhmry, tr)
latter of civil (non-milizary) security forces

rity tnreats o | CLUrope nave
rmatically over the last two

!
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) ':,JrJr)arm Securlty Strategy emphasizes that
‘rione of tne rnew _r.'r FEJL 5 o] urely rruhury
nor can any of sucn tnreats e tackled oy

ourely rnilitary means alone
> Dividing lines petween defence and security
are pecorning rnuch less clear cut than before
> The new security threats ofte
cooperation between defence and security
forces
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ricls nign on tne political znd

2rtly the security sector nas not
nuch attention from the
and industrial policy

U security industrial ¢ JrLH Is quite Weai
the Internal security marxet is nighly
Jrnented witr Wldél\/ differant national
:g ulatory frarmeworks
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o Enhar cooperation beiweern tne civil
security ar J rilitary industries

J Exgegzaj reductions in puolic expenditure
in rnost £U courntries,

9 Pressure on deferice oudge

IS
2 Advanz ag =5 anj disaclvantages of the
greater use of COTS

!



Sectors of EU security industry

""!

o aviator security;

o naritrne security;

v porder security;

s eritical infrastructure protection;

> counter-terror intelligence (Jnrl,JdlrJ cyber
se JI‘J ry AnJ cornrnunication);
2

nagernent/civil proteciion;
security protectiorn; arid
ve clotning.



Civil security and defence marke:s

> The demand side is cle a. rly defined: the end-users
of military oroducts and services are almost
artirely rmacde uo oy national Ministries of
/j\JJ_)Jg

5_
Deferice

e o

> Tne supply side as well, Lead systerns integrators,

platforrn producers and producers of weapor)
systerms are rnainly Iar ge cormpanies, prirmarily
‘national cnarnpions”, specialized on defence
oroductior

!‘1
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Civil security and defence rmarkers

,’

> Trie clear and focused structure on ¢ L)J‘rh e
dernand and the supply side stl,b to tne VV@IJ
regulated and close interaction oatyweern the
wWo sicles,

° Deferice sector Is cnaracterized by a long
terrn and Integrated aporoach, often caugnt
under tne terrr “capanility nasead planning”,

> Civil’ tecr moloy/ rnas increased out defence
tecnnolog) Ldl vase Is siill r],uce clearly defined
forring a barrier for new markets entrants
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ssort L. Overlapping ‘loyr end” military and "nign end’
urity Mmissions oper farny opporiunities for rilitary-
_Jrlry synergies (spin-offs).

or 2: rlowever, the defence and civil security markets

er significantly and the differences ¢ 0ose significant oarriers
rurén tial) soin-offs

son 3: There nave oeen ratner few products deliperately
esigned for botn markets frormn the outset (preconceived
in-offs)

23530 41 Spin-off from military to civil security marxets is
rnore prevalent than the other way around

Lessorn 2: Governrmernt ragulation is oftern ong of the rmairn
oarriers for realizing spin-off poteritial
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Governrmen: regulation

Izn, safety and privacy reqgulation
> Trade protectjonist rneasures
> Exporﬁc control regulation

M| rlvm/ and secrecy of defence ard
security tecnnologies



Technologies

o Integrated platforrms and systems;
o Equipment and suo-systems;
> Tecnnologies and cormponents



Conceptual Framewori Incraasing
tne comrmorn space

Platforms and — —\ — — £ _» c&{oTS AN
[ systems = € N\ -4 -7
- Equipmentand & — of = — =% — — — Equipment and
~Subsystems = o L o — — =\= = =» Subsystems

............. Technologies and*
............ ~ components

Security Defence
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tudy (UAVSs)



(_COTT]TT]OH Operaiﬁ]ng QT]\/]J‘OT]TTJQJ’]'E)



Criteria for rnost valuaole inforrnatiorn

> S mJJr\r operational needs/req m@nts i)
I

0otn civil security and deferc ,e sectors;
> Tec JFJJJJJ\/ lavel (the nignest potential is at

he lavel of Edgr]f]J]QJ]@f) and cornponents,
”f]d lowest — at the level of platforms ancl
systems);

> Market attraciiveness (rnariket size and

e

growth rate);
> EXIsting Joint RéD,

;‘n

\
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Most promising tecnnologies

o "Cyper security and protection”, and

W\e

2 "Sensor systerns” (and in particular
oiornetrics)



Cornrnunication or - curizy
Industrial Policy — (,.OM{ 2012) 17

Action Plan ‘or an innovative and competitive
Security Industry

1) Overcoming the fragmentation of the EU
security rmarket

2) Reducing the gap from research to market
3) Better integration of the societal dimension
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Policy Issues

'ne l‘/IS:';,
eacy uncder

J_JJIEJJHJ ,J,)_m vrlrlo,ﬁ. national initiatives alr
‘y\j.—l\/
2 Prornote the est _a'JJlJnm 2rt ard lm,)lérrléncglzlon of

shared de
road rnaos,

2 Promote best oractices and tec

enice-security tecnnology and capaoility

i'm(.sll / organisational
ir reu,)erabl ty standards as _wlld 0asis for and
elernent of the process of estaolisning snared defence-
security tecnnology and cap a'r oility road maps.



led as an instrurnent to oring
ror JJI Nt RaD efforts as part
ty tecnnology and capaoility

2 Use 'Ariicle 185" estaplisi
to Jacrwr i araazer‘ l\f 93
of snared defence-
road rnaos,

> Congsider estaplisning a nign level staike holder group
a3 2l wa\( to create more favoraple co _Jj tfons ur arncl
stacenolder ‘ouving-in” of irnolementing the other
recornrmencdations,

2 <,)Jore tre ,) ssivility of snared defence-security
c.r:c.nrulogy ne c.a,)a_)mry roacd mrl,);a er lission areas
for wnicr the EU i'a._a olmml rmd J,) orz
responsiovilities, suc 155 RONTEX, &) J






